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Topics
•	An Introduction to Cyber
•	Examining Characteristics of Cyber
•	Using the CCSMM to Develop Exercise 

Objectives
•	Exercise Categories
•	Incorporating Cyber Into Exercises
•	Cyber Storylines and Scenarios
•	Planning Community Cybersecurity Exercises

Prerequisites
FEMA / SID Number 
Students must register for and provide a SID 
number to access the class. Register online: 
cdp.dhs.gov/femasid 
AWR-136 Essentials of Community Cybersecurity

Recommendations
None

Course Length
12 hours

Venue
Jurisdiction

CE Credits
IACET - 1.2 CEUs

Participants
•	This course is designed for personnel with 

responsibility for planning and conducting 
exercises in their organization or the 
community.

COMMUNITY CYBERSECURITY EXERCISE PLANNING  
MGT-385

MGT-385 provides participants an in-depth understanding of the nature and reach of information 
technology in order to better prepare exercise planners to incorporate cyber attacks and incidents into 
their exercise program. Participants will explore cyber-related exercise objectives, players, scenarios and 
injects, challenges of developing cyber exercises, and, using the Community Cyber Security Maturity 
Model, examine the importance of exercises in building the community’s overall cybersecurity posture.  
The course will also provide the opportunity to develop a community cybersecurity exercise scenario.
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For more information, contact:
TEXAS A&M ENGINEERING EXTENSION SERVICE
Brenda Grays
Sr. Customer Service Associate
200 Technology Way
College Station, TX 77845-3424
979.458.6726 or 800.451.7149 (toll free)
brenda.grays@teex.tamu.edu
www.teex.org/esti


